
NAVSEA Data Environment (NDE) Client Configuration Standards (NDE.CSTD.CLIENT.DOC)

1.0 Background

In order to ensure a consistent software configuration for the NAVSEA Data Environment (NDE), Configuration Standards have been developed.

2.0 Purpose

This document outlines the standard practices for configuring the NDE client.  The NDE client is a web browser.  The approved web browsers for use with NDE are Internet Explorer 5.0 and Netscape 4.61.  This document provides the configuration settings necessary to ensure the NDE applications perform as designed.

3.0 References

4.0 Standards

4.1 Internet Explorer 5.0

4.1.1 Encryption/Version
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NDE requires the 128-bit version of Internet Explorer 5.  To check the version of the browser, choose "Help" and "About Internet Explorer".  The first line should read Version: 5.00.xxxx.  The Cipher Strength should be 128-bit.

4.1.2 Internet Options

4.1.2.1 General

4.1.2.1.1 Temporary Internet Files

Select "Tools", "Internet Options", "General" then under the "Temporary Internet Files" section, click the "Settings" button.
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Option
NDE

Selection
Explanation

Check for newer versions of stored pages
Every visit to the page
This selection ensures that the user has the latest page available for NDE applications.

Accessibility

Select "Tools", "Internet Options", "General", then finally the "Accessibility" button at the bottom.
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Option
NDE

Selection
Explanation

Ignore colors specified on Web pages
Not selected
NDE applications use a style sheet that provides the colors that should be displayed.  This option is not selected to ensure that the application will display colors as designed.

Ignore fort styles specified on Web pages
Not selected
NDE applications use a style sheet that provides the font styles that should be displayed.  This option is not selected to ensure that the application will display font styles as designed.

Ignore font sizes specified on Web pages
Not selected
NDE applications use a style sheet that provides the font sizes that should be displayed.  This option is not selected to ensure that the application will display font sizes as designed. NDE applications use a style sheet that provides the colors that should be displayed.  This option is not selected to ensure that the application will display colors as designed.

Format documents using my style sheet
Not selected
NDE applications use a style sheet that provides colors, font styles and font sizes that should be displayed.  This option is not selected to ensure that the application will display these elements as designed.

Security

Select "Tools", "Internet Options", "Security", highlight the "Internet Globe" then finally the "Custom Level" button.  Scroll down to the "Cookies" section.
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Option
NDE

Selection
Explanation

Allow cookies that are stored on your computer
User configured
NDE applications do not store persistent cookies on the computer, therefore the command policy for this option should be followed.

Allow per-session cookies (not stored)
Select Enable
NDE applications do use a per-session cookie.  For proper operation, the Enable option should be selected.

File Download
Select Enable
NDE applications give the ability to extract data to a file.  For this feature to operate, the Enable option should be selected.
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Option
NDE

Selection
Explanation

Active Scripting
Select Enable
NDE applications require active scripting enabled for proper operation.

Miscellaneous Settings
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Option
NDE

Selection
Explanation

Navigate sub-frames across different domains
Select Disable
NDE applications require this option to be disabled.

Submit nonencrypted form data
User configured
This option should be selected to conform with the user's command security policy.

Content

Select "Tools", "Internet Options", "Content", then finally the "Accessibility" button at the bottom.
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Option
NDE

Selection
Explanation

Web addresses
User configured
The user command policy should be followed regarding this setting.

Forms
Not selected
NDE applications require that this option not be selected.

User names and passwords on forms
Not selected
NDE applications require that this option not be selected.

Clear Forms
Select
It is recommend that the "clear forms" button be activated before running NDE applications for the first time.

Clear Passwords
Select
It is recommend that the "clear passwords" button be activated before running NDE applications for the first time.

4.1.2.2 Programs

Select "Tools", "Internet Options", "Programs".
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Option
NDE

Selection
Explanation

E-mail
User should select program that is used for e-mail system.
NDE applications have the ability to launch the e-mail editor if this browser setting has been set to the users e-mail program.

4.1.2.3 Advanced

Select "Tools", "Internet Options", "Advanced", then scroll to the "Security" section.
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Option
NDE

Selection
Explanation

Do not save encrypted pages to disk
Selected
NDE applications require that users not save its encrypted pages to disk.



Use SSL 3.0
Selected
NDE applications require SSL 3.0 for 128-bit encryption.



4.2 Netscape Navigator 4.61

4.2.1 Version

NDE requires the version 4.61 of Netscape Navigator. To check the version of the browser, choose "Help" and "About Communicator". The top line should read "Netscape Communicator 4.61".  Verification of 128-bit encryption is explained later in this document.
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4.2.2 Preferences

4.2.2.1 Appearance

4.2.2.1.1 Fonts

Select "Edit" from the Main Menu, "Preferences", expand the "Appearances" section and highlight "Fonts".
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Option
NDE

Selection
Explanation

Use document-specified fonts, including Dynamic Fonts
Selected
NDE applications use a style sheet that provides the font styles and sizes.  This options is selected to ensure that the application will display fonts as designed.



4.2.2.1.2 Colors

Select "Edit" from the Main Menu, "Preferences", expand the "Appearances" section and highlight "Colors".
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Option
NDE

Selection
Explanation

Always use my colors, overriding document
Not selected
NDE applications use a style sheet that provides the colors that should be displayed.  This option is not selected to ensure that the application will display colors as designed.



4.2.2.2 Mail & Newsgroups

NDE Applications have the ability to launch the e-mail editor if the browser settings for the Identity and Mail Servers have been configured.  

If the command uses a POP3/SMTP compatible mail system, then the settings below should be configured.  Select "Edit" from the Main Menu, "Preferences", expand the "Mail & Newsgroups" section and highlight "Identity".  Contact the command System Administrator for the configuration.

If the command uses Microsoft Outlook for as the desktop mail manager, then Netscape will not automatically launch this application.  A dynamic link library (DLL) replacement is available for Netscape Communicator to utilize Microsoft Outlook.

The DLL may be downloaded from http://www.macgyver.org/software/nsoutlook.html.

1. Extract all the files from the nsoutlook.zip file into a temporary directory.

2. Exit Netscape. 

3. Copy the NSOUTLOOK.DLL file into the directory where Communicator is installed.   

<drive>:\ProgramFiles\Netscape\Communicator\Program 

NOTE:  To prevent POSTAL 32 errors, the NSOUTLOOK.DLL must by in the Program subdirectory of the Communicator installation. 

4. Edit the prefs.js file located in <drive>:\Program Files\Netscape\Users\user, where user is the Netscape profile selected Netscape was setup.

5. Add the following entries to the prefs.js file, or edit them if they already exist. Use any text editor such as Notepad.

 user_pref("mail.use_altmail", true); 

 user_pref("mail.altmail_dll", "nsoutlook.dll"); 

Run Netscape.  NDE applications accessed using Netscape will send mail using Outlook.
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Advanced

Select "Edit" from the Main Menu, "Preferences", highlight the "Advanced" section.
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Option
NDE

Selection
Explanation

Automatically load images
Selected
NDE applications use images.  This option is selected to ensure that the application will appear as designed.



Enable JavaScript
Selected
NDE applications use JavaScript.  This option is selected to ensure that the application works as designed.

Enable style sheets
Selected
NDE applications use a style sheet that provides colors, font styles and sizes.  This option is selected to ensure that the application will appear as designed.

Accept only cookies that get sent back to the originating server
Selected
NDE applications use a session cookie.  For proper operation, the minimum setting for this option is selected.  The user may decide to accept all cookies, which is also compatible.

4.2.2.2.1 Cache

Select "Edit" from the Main Menu, "Preferences", expand the "Advanced" section, highlight the "Cache" section.
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Option
NDE

Selection
Explanation

Once per session
Selected
NDE application pages may change since the last visit to the page.  This option is selected to ensure the user has the latest version of the page that is available.



4.2.3 Navigator Security Settings

Select the "Security" icon from the Netscape main toolbar to show the security information. Click the "Navigator" link on the left menu.
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Option
NDE

Selection
Explanation

Enable SSL (Secure Sockets Layer) V3
Selected
NDE applications require128-bit encryption for access.  This option is selected to enable this function



4.2.3.1 Encryption

Select the "Security" icon from the Netscape main toolbar to show the security information. Click the "Navigator" link on the left menu then select the "Configure SSL v3" button. The ability to set the option below indications that the Netscape browser version installed is 128-bit encryption.
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Option
NDE Selection
Explanation

RC4 encryption with a 128-bit key and an MD5 MAC
Selected
This option is selected to enable the 128-bit key encryption.
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